Decrypting a Text (1964 letters) Encrypted by Substitution

Here is a 1964-character text encrypted by substitution (non-letters removed). We
know that the plain text was English language text. We decrypt it by frequency
analysis.

RIRPKQJHIRBBTCLSWQKUXBVERIVEHUZGCIGIVQJIWKGHWICSGUVLUGHVBCSCLKVXVQBPJRLHURBTKTKUH
EGRKJRLWHWVLKIGHWQUJHCLUGHQLCUHWKURUHKRUUGHHLWVXRKCNTHRBECKKCVLUGHKURBWQKUBHUQBLI
RPKQUIHKJIVZHWXBVEEPGUVXHHUPHBKHIVLWRKCUBHUQBLHWRUREERBDCLSUGHXCBKUKQI THKKXQJIVJJH
IUCVLVXIVEHURBTRLWCLUHBKUHJJRBERUHBCRJRLWWBRZCLSIGHHBKXBVELRKRKICHLUCKUKOVHMAJJC
LSRRLWKHMHBRJWVYHLIVJJHRSQHKSRUGHBHWRLNCVQKJTTHKUHBWRTRURECJCURBTUHKUCLSBRLSHCLQ
URGZRUIGCLSRKUGHPBVFHUGHKCYHVXRJRBSHPJRLUPVUGQBUJHWCLUVUGHRUEVKPGHBHXRKUHBUGRLRL
TERLERWHVFOHIUGRWWVLHFHXVBHRKIVEHUKRBHJRBSHFRJJKVXWCBUTCIHIJHXUVMHBXBVEUGHIBHRUCV
LVXUGHKVJRBKTKUHEFCJJCVLTHRBKRSVKICHLUCKUKHNPHIUUGRUUGHKREPJHKZCJJBHMHRJIIJQHKREV
QUGVZUGHPJRLHUKZHBHXVBEAWRLWPVKKCFJTUGHVBCSCLKVXJCXHEBMHJJCLSRKLHBMVQKWCKPVKCUCV
LZRKLVUKVJHITFHIRQKHVXUGHGCSGKPHHWIQJECLRUCVLVXUGHECKKCVLXVBZGCIGGHCKPBVSBREEHER
LRSHBXVBJVIDGHHWERBUCLKPRIHKTKUHEKUGHIVEPRLTUGRUWHKCSLHWRLWIVLKUBQIUHWUGHPBVFHRL
WCUKEVUGHBKGCPKCNUHHLEVLUGKRSVGHZRUIGHWCLGVBBVBRKUGHSHLHKCKBHUQBLPBVFHIRBBTCLSKV
JRBZCLWPRBUCIJHKFQCJUFTUGHKREHUHREQLWHBGCKWCBHIUCVLRLWERKHWVLKCECJRBUHIGLVJIVSTKJ
REEHWCLUVUGHSBVQLWRUEPGHMHBTFVWTCKIVLXCWHLUCLZGRUZHGRMHWHKCSLHWRLWFQCJURLWUHKUHW
GHKRCWFQUHMHBTFVWTRJIZRTKZVBBCHKREFVQUZGRUZHGRMHLVUUGVQSGUVXKURBWQKUZRKJRQLIGHWCLX
HFBQRBTCUHLIVQLUHBHWUGHZCJWIVEHUUZVTHRBKRSVRLWGVPHXQJJTSRUGHBHWWQKUXBVECUKURCJQK
CLSRPRWWJHKGRPHWJCDHRUHLLCKBRIAQHURHBVSHJIRIVIVQBJHKKSRKHVQKOHJJTUGRUCKUGHJICSGUHK
UERUHBCRJVLHRBUGRLWCKDLVZLUVKICHLUCKUKRKXBVYHLKEVDHZRKQKHWCLUGHRUUHEPUUVUBRPUGHE
RUHBCRJWBERUUSHLSHXBVECEPHBCRJIIVJJHSHIVLWVLRIJHRWCLSHNPHBUVLHNUBRUHBBHKUBCRIWQKUZ
CJJFHVLHVXUGHXCBKUFBCUCKGKICHLUCKUKUVBHIHCMHWQKUKREPJHKUVRLRITKHUGCKCKUGHXCBKUUC
EHKCLIHUGHRPVJJVECKKCVLKUGRUKREPJHKVXBVIDGRMHFHHLBHUQBLHWXBVEKPRIHUVHRBUGGHKRCWU
GCKUGVQKRLWUGVXRSBREEHVXWQKUXBVEZCJWZCJJPBVFRFJTUHIJQKEVBHRFVQUUGHXVBERUCVLVXUGH
KVJIRBKTKUHEUGRLUGHPRKUTHRBKVXUHJHKIVPHVFKHBMRUCVLKVXUGHKHVFOHIUKCUCKRSBHRUUCEHUV
FHCLUVWQKUERLTFHJICHMHUGRUIVEHUKWHICMHBHWEVKUVXUGHZRUHBVLHRBUGRLWPVKKCFJTUGHVBSRL
CIIVEPVQLWKUGRUZHBHMCURJUVUGHHMVJIQUCVLVXJCXH

1) It is very likely that e >H, h> G|, [t>U

Look at the frequencies of common plaintext and ciphertext letters and digrams,
all expressed in occurrences per 10000 characters of text. Plaintext frequencies
are estimated using about 3.2 million characters of what is (hopefully) fairly
typical English language text. (Recall lower case indicates plaintext, upper case
indicates cibertext).

Letter Freauensy| |1 cer Freduenss| | pigram Freduency| |pigram Freduency
e 1237 H 1253 th 330 uG 290
t 921 U 1013 he 302 GH 250
a 821 R 845 an 181 KU 219
0 767 K 804 in 179 HK 163
n 705 \% 743 er 169 RU 158
i 676 C 642 nd 146 UH 153
h 645 B 616 re 133 HB 148
s 617 L 580 ed 126 RL 143
r 550 J 484 es 115 HW 138
d 479 G 479 ou 115 VL 133
1 393 w 397 to 115 CL 133
u 291 E 316 ha 114 RB 133

1 280 en 111 ucC 107
Q 260 ea 110 LW 107
X 229 st 109 HU 102
S 204 nt 106 HR 102
on 106 VX 102

at 104 BH 102

CK 102

Merely from the single-letter frequencies, it appears very likely that e — H.
Otherwise the plain text character A for which A — H would have freg(L) <921,
versus freq(H) = 1253. So we assume e — H. In the unlikely event this is
wrong, we will discover our error, and backtrack.

The highest-frequency plaintext digram th (freq = 330) is very likely mapped to
one of the highest-frequency ciphertext digrams: UG (freq = 290), GH (freq =
250), or KU (freq =219. But GH is impossible because e - H, and KU is
unlikely because freq(U) = 1013 is way higher than freg(h) = 645. So we assume
th » UG. In particular t > U and h > G.




Comparing frequencies of characters we have decrypted so far, we have

plaintext e t h ee tt | hh | et te eh | he | th ht

frequency | 1237 | 921 | 645| 48| 56 6| 83| 75| 33| 302 330| 32

ciphertext | H U G |HH|UU |GG  HU | UH | HG | GH | UG | GU

frequency | 1253 | 1013 | 479| 41| 56| 10| 102| 153| 15| 250| 290| 20

Agreement is quite good (better than we might expect) except in two entries:
i) The frequency G is rather low, compared to h.
i1) The frequency of UH is surprisingly high, given that of te.

However, even in these cases the deviations aren’t as large as those we used
above to reject alternatives (e.g., to reject t - H or h - U or th — RU).

2) Itis very likely that , and ‘ {a,0,i} > {R,V,C} ‘ in some
order.

In our plaintext data, the third and fourth most common digrams are an (freq=181)
and in (freq=179). In addition, en (freq=111) and on (freqg=106) are very common.
On the other hand, tn (freq = 7) and hn (fireq = 1) are quite rare.

We don't yet know how to encrypt a, i, 0, or n, but they are among the six most
frequent plaintext letters, so we expect them to encrypt to high-frequency
ciphertext letters. It is probably safe to assume that a and o encrypt to a letter LL
or above, in the list of ciphertext letters sorted by frequency, and n and i to a letter
G or above. Excluding H, U, and G, this means each of a, i, 0, n must encrypt to
ones of R, K, V,C,B, L, J.

Consider the following table of digram frequencies below. The first letter of the
digram is given at left, the second letter at top.

Alternatives for the letter that m encrypts to

What should occur in the
column for the letter that R K \% C B L J
n encrypt to?
Close to freq(en) = 111. H 102 | 163 61 25 | 148 76 71
Close to frreq(tn) = 7. U 66 71 82 | 107 31 0 5
Close to freq(hn) =1 G 92 15 31 41 0 5 0

R - 87 0 IS5 133 143 66
The three highest frequency | K 8 - 51| 92 10 10 | 25
entries should be a v 10 36 . 0 66 133 56
reasonable match for the — —
181, 179 and 106 (the C |12 102 66 -— | 23138 X%
frequencies of an, in and B 46 61 97 46 - 20 10
on.) L 36 46 46 15 5 -— 0

J 76 5 36 56 5 0 -

The only good matches in the table above occur in the column for L, and in the
bottom part of the table they occur in the rows for R, V, and C. So it is very likely

that n > L, and {a, o, i} > {R, V, C} in some order.

3) Ttis likely that a—> R} o> V] i C|.

We already know each of a, 0, and i encrypts to one of R, V, or C. Consider the
following table of single-letter and digram frequencies. Each box contains a letter
or digram and its frequency.




a 82l |aa 1 |ae 0 |ea 110|at 104(ta 59|ah 5 |ha 114|an 181 na 40

o 767 (oo 36 |oe 5 |eo 33|ot 57|to 115/oh 11 |ho 49 |on 106 |no 60
i 676 |ii 1 |ie 23 jei 41|it 93|ti 76|ih 6 (hi 97|in 179|ni 33 4) Itis likely that 9
R 854|/RR 5 |RH 5 |HR102 |RU158 |UR 66 IRG 5 |GR 92 |RL 143 |LR 36 Consider what letter encrypts to K (freq = 804). All plaintext letters with frequencies

higher than s (freq=617) have been accounted for. Although the frequencies of s and K
are a bit further apart than we would expect for s—K, any other letter that could
encrypt to K would have a frequency of 550 or less — a substantially worse
discrepancy. So we assume s—>K.

743 |(VV 0 |VH 10 |[HV 61 |VU 41 |[VR 82 |VG 5 |GV 31 |VL 133 |LV 46
C 642|CC 0 |CH31 |HC 25 |CU 51 |CR107 |CG 0 |GC 41 |[CL133 |LC 15

<

Consider the row for a. It matches the row for R fairly reasonably in all positions,

and very well in most positions. It doesn't match the row for V as well due to At this point, we have deduced the probable encryptions of the eight most

major variations in the columns for at and ha. And it doesn’t match the row for C common plaintext letter. Here we decrypt the text, using a dot to indicate a letter

well at all; note especially the columns for a, ea, and ha. we do not yet know how to decrypt.

So we conclude it is likely that a » R. . . . —

a.a.s..e.a...in...st..o.a.o.et.hi.h.o...she..i.htontheo.i.inso.o....aneta..s.ste

We can try to match the row for o with the rows for V or C, but there is no clear .has.an.e.ons.he...einthe.nite. stategattheen.o.am. .ea: .1ssmrllthesta. ..st.et..n.
. a.s..es.o0.e...0...hto.eet.e.se.on.asit.et..ne.ata..a..in.the.i.sts...ess....o..e

winner. .tiono..o.eta..an.inte.ste..a..ate.ia.an...a.in..hee.s..o0.nasas.ientists.oe.e..1

n.aan.se.e.a..o.en.o..ea..es.athe.e.an.io.s...este..a.ata.i.ita..testin..an.ein.
tah.at.hin.asthe..o.ethesi.eo.a.a..e..ant.oth..t.e.intotheat.os.he.e.aste.thanan

To separate i and 0, we can make use of the fact that ou is a very common Lntot :
..an.a.eo..e.tha..one.e.o.eas.o.etsa.e.a..e.a..so..i.t.i.e.e.to.e...o.the..eatio

dlagram (freq=115), Whlle_ lu 1s quite rare Weq:l)' The plamteXt letter u (freq = no.theso.a.s.ste..i..ion.ea.sa.os.ientistse..e.tthatthesa...es.i...e.ea....esa.o
291) should encrypt to a ciphertext letter of somewhat comparable frequency — .tho.the..anets.e.e.o0..e.an..ossi...theo.i.inso..i.e...e..in.asne..o.s.is.ositio
probably a letter between S (freq = 204) and W (freq = 397) in the list of n.asnotso.e...e.a.seo.thehi.hs.ee..... inationo.the.ission.o..hi.hheis..o..a..e.a

na.e..o..o..hee..a.tins.a.es.ste.sthe.o..an.that.esi.ne.an..onst...te.the..o.ean
.1ts.othe.shi.si.teen.onthsa.ohe.at.he.inho..o0.asthe.enesis.et..n..o0.e.a...in.so
.a..1in..a.ti..es..i.t..thesa.etea..n.e.his.i.e.tionan..ase.onsi.i.a.te.hno.o..s.

ciphertext letters, sorted by frequency. These letters are S, X, Q, I, E, W.

Consider this table of digram frequencies. The first letter of the digram is taken a..e.intothe..o.n.at..he.e...o..is.on.i.entin.hat.eha.e.esi.ne.an...i.tan.teste.
from the colurnn,atleft,the second from the row attop. hesai...te.e...0..a..a.s.o..iesa.o.t.hat.eha.enottho..hto.sta...st.as.a.n.he.in.
e...a..iten.o.nte.e.the.i...o0.ett.0.ea.sa.oan.ho.e...... athe.e...st..o.itstai..s

in.a.a...esha.e..i.eatennis.a...etae.0.e.a.0.0...ess.aseo.s.e...thatisthe.i.htes

S X Q 1 E W t.ate.ia.onea.than.is.no.ntos.ientistsas..o.ens.o.e.as.se.intheatte..ttot.a.the.
ate.ia....att.en.e..o0.i..e.ia..o..e.e.on.ona.ea.in.e..e.tone.t.ate..est.ia...st.

\4 15 102 71 10 82 15 i...eoneo.the.i.st..itishs.ientiststo.e.ei.e..stsa...estoana..sethisisthe.i.stti

C 36 10 0 25 20 15 .esin.ethea.o..o0.issionsthatsa...eso..0..ha.e.een.et..ne...o.s.a.etoea.thhesai.t
histho.san.tho.a..a..eo...st..o0..i...i....0.a...te...s.0.ea.o.tthe.o..ationo.the

so.a.s.ste.thanthe.ast.ea.so.te.es.o.eo.se..ationso.theseo..e.tsitisa..eatti.eto

Only VX, VQ, and VE are reasonable candidates for ou encrypted. In any case, .einto..st.an..e.ie.ethat.o.ets.e.i.e.e..osto.the.ate.onea.than..ossi...theo..an

0 — V. This leaves us with i > C. i..o..o.n.sthat.e.e.ita.tothee.o..tiono..i.e




At this point, we could finish the decoding by inspection of the text above. It is
easier if we discover the encodings of a few more letters by frequency analysis.

5) Itis likely that|d > W), [r > B), and 15 J|.

Here is a table of useful letter and digram frequencies for r, d, and 1, followed by
the corresponding frequencies of ciphertext letters/digrams to which they might
reasonably encrypt (based on character frequencies).

Plaintext estimated frequency of A and digrams involving A

A AL Ae ehr At th Ah hA Aa al An nA Ao oA Ai iA As SsA

r (550| 14|133|169| 42| 28| 12| 8| 50| 75| 16| 3| 55| 84| 50| 27| 37

d [479| 13| 57|126| 56| 7| 25| 1| 48| 52| 16|146| 41| 18| 50| 33| 35

1 [393] 56| 64| 55| 15| 17| 4| 2| 40| 57| 2| 9| 41| 26| 47| 37| 11| 13

Cibertext frequency of @ and digrams involving @

? ® o® ®H HO OU Ud &G G® ®R RO OL LOP OV VO ®C CO OK K
B |616| 25/102|148| 51| 31| 5| 0| 46/133| 20, 5 97| 66| 46| 25| 61| 10
J |484| 76| 87| 71| 15| 5| O] 0| 76| 66, 0| 0| 36| 56| 56| 56| 5| 25
W [397| 20| 36|138| 25| 5| 10| Of 41| 20| 0{107| 31| 15| 61| 15| 20| 15
E (316| 25| 61 46| 10| 20| 5| O] 61| 51 5| 10 31| 82| 41| 20| 10| 15
I (280 10| 31| 66| 31| 15| 41| 5| 25| 31| O] 25| 87| 10| 20| 25| 0] 41
Q |260| 0| 15| 5| 31| 20/ O 5| O] 10 31, 5| O 71| 10/ O| 82| 20

d might reasonably encrypt to B, J, W, or possibly E. But only LW (freq=107)
comes anywhere close to matching the high frequency of nd (fireq=146). Noting
also that the entire row for W matches that for d fairly well, we assume d—>W.

r might reasonably encrypt to B or J. BH and HB provides a significantly better
match for the high-frequency digrams re and er, than do JH and HJ. In fact, in 14
columns of the table, row r more closely matches row B than row J, in two col-

umns it matches row J more closely, and in two columns there is a tie. (In many
rows, the differences are not significant by themselves.). So we assume r — B.

Suppose 1 does not encrypt to J? The next-highest frequency plaintext letter
available is u. It seems unlikely that u (freq=291) would encrypt to J (freqg=484).

We have deduced the probable encryptions of the eleven most common plaintext
letters. Here is our text with these eleven letters decrypted.

arapsplejarrrinsdostyrorajoretshithropldshedlichtontheoricinsoyonrplanetarsyste
haslandedons hed leinthe nitedstatesattheendoyasi;rear;issionthestard stret rn
apsplesloyedyrorrhtoyeet-erse ondasitret rnedatarr-ar instheyirsts,ressynl olle
tionoyroretarrandinterstellar;aterialanddra;ingtheersyrornasasyientistsoejelli
ncaandseyeraldoyenjollea;es-atheredan)io sl resterdaratarilitarrtestinsransein
tahyatthincastheprorethesiyeoyalarceprlant-oth rtledintotheat;osphere asterthanan
anpadeo; e thaddonere oreas oretsarelarcerallsoydirtri eletoyeryro-the reatio
noythesolarsysterrilliontearsasostientistse;pe tthatthesayrlesyillreeal l-esaro
thojtherlanetsjereyor-edandrossipl theorisinsoyliyerryellincasner;oosdispositio
nyasnotsolel e anseoythehichsreed lrinationoytherissionyor;hi hheisprosrar-era
naceryorlorpheedrartinsparesystepsthe oppantthatdesicnedand;onstr(;tedtherrorean
ditspothershipsijteen-onthsasohejat hedinhorrorasthecenesisret rnoro-e arrringso
laryindparti lesyoiltyrthesaretea;nderhisdire tionandrasedonsirilarterhnolosrsl
arredintothecrorndat;pheyerrrodristonyidentinyhat;ehajedesicnedand;iltandtested
hesaid;teyerrrodralyarsyorriesarontyhat ehayenottho chtoystard st;asla;nrhedin
errparriten;oonteredthe;ild orett;orearsacoandhore;llrsatheredd styropitstailys
incapaddleshapedlipeatennisra;, etaerosela;olo rlesscaseo siellrthatisthelichtes
traterialonearthandis nojntos ientistsasyro ensropeyassedintheatte;ttotrarthe
aterialdrpatt-enceyrorirperial;ollecelondonaleadin-e) pertonetraterrestriald st
ill-eoneoytheyirstrritishs ientiststore reijed stsa;plestoanalysethisistheyirstti
esin ethearollorissionsthatsa;lesoyrohayereenret rned;ro-spayetoearthhesaidt
histhorsandthoyasrar-eoyd-styroryild;illororarl tellsporearo ttheyorrationoythe
solarsystepthanthepastrearsoyteles;oreo

Consider the second line. I have inserted a little space at some likely word breaks.




haslandedons hed leinthe nitedstatesattheendoyasi)tearrissionthestard stret rn

haslandedons heduleintheunitedstatesattheendoyasijrearrissionthestardustreturn

f>X m-— E

mhas landedonscheduleintheunitedstatesat theendofasi)jearmissionthe stardustreturn

Now let us look at the 11™and 12th lines, with the characters above decoded.

nacerforloc heedmartins-acesstemsthecom-an;thatdesi-nedandconstructedthe ro;ean
ditsmothershi;si;teenmonthsa-ohe;atchedinhorrorasthe-enesisreturn royecarrrin-so

p—>P x—>N woZ

nager for lockheedmartin space systems the company thatdesignedand constructed theprobea
n
ditsmothershipsixteenmonthsagohewatchedinhorrorasthegenesisreturnprobecarryings
o

So far we have decrypted 22 of the 26 characters; these lines will yield three more.

ymanmadeob ecthaddonebeforeascometsarelargeballsofdirtyiceleftoerfromthecreatio

tahwatchingastheprobethesi eofalargeplantpothurtledintotheatmospherefasterthanan

The final plain text character q must encrypt to the final ciphertext character A.
So the encryption key is the permutation

abcdefghijkImnopgqrstuvwxyz
RFIWHXSGCODJELVPABKGQMZNTN

and our plaintext was

acapsulecarryingdustfromacometwhichcouldshedlightontheoriginsofourplanetarysyste
mhaslandedonscheduleintheunitedstatesattheendofasixyearmissionthestardustreturnc
apsuleslowedfrommphtofeetpersecondasitreturnedatammarkingthefirstsuccessfulcolle
ctionofcometaryandinterstellarmaterialanddrawingcheersfromnasascientistsjoevelli
ngaandseveraldozencolleaguesgatheredanxiouslyyesterdayatamilitarytestingrangeinu
tahwatchingastheprobethesizeofalargeplantpothurtledintotheatmospherefasterthanan
ymanmadeobjecthaddonebeforeascometsarelargeballsofdirtyiceleftoverfromthecreatio
nofthesolarsystembillionyearsagoscientistsexpectthatthesampleswillrevealcluesabo
uthowtheplanetswereformedandpossiblytheoriginsoflifemrvellingasnervousdispositio
nwasnotsolelybecauseofthehighspeedculminationofthemissionforwhichheisprogrammema
nagerforlockheedmartinspacesystemsthecompanythatdesignedandconstructedtheprobean
ditsmothershipsixteenmonthsagohewatchedinhorrorasthegenesisreturnprobecarryingso
larwindparticlesbuiltbythesameteamunderhisdirectionandbasedonsimilartechnologysl
ammedintothegroundatmpheverybodyisconfidentinwhatwehavedesignedandbuiltandtested
hesaidbuteverybodyalwaysworriesaboutwhatwehavenotthoughtofstardustwaslaunchedinf
ebruaryitencounteredthewildcomettwoyearsagoandhopefullygathereddustfromitstailus
ingapaddleshapedlikeatennisracquetaerogelacolourlessgaseousjellythatisthelightes
tmaterialonearthandisknowntoscientistsasfrozensmokewasusedintheattempttotrapthem
aterialdrmattgengefromimperialcollegelondonaleadingexpertonextraterrestrialdustw
illbeoneofthefirstbritishscientiststoreceivedustsamplestoanalysethisisthefirstti
mesincetheapollomissionsthatsamplesofrockhavebeenreturnedfromspacetoearthhesaidt
histhousandthofagrammeofdustfromwildwillprobablytellusmoreabouttheformationofthe
solarsystemthanthepastyearsoftelescopeob

It is interesting to compare the frequencies and ranks of the ciphertext letters (and
of the actual plaintext letters) with those predicted from our “typical” English
language text data.




Letter Frequency of Letter | Rank of Letter
tgll:ic:l cipher t;;l);ic::l cipher tﬁ);ic:l cipher
text text text text text text
e H 1237 1253 1 1
t U 921 1013 2 2
a R 821 845 3 3
o \4 767 743 4 5
n L 705 580 5 8
i C 676 642 6 6
h G 645 479 7 10
J K 617 804 8 4
r B 550 616 9 7
d \u4 479 397 10 11
1 J 393 484 11 9
u Q 291 260 12 14
w V4 254 137 13 20
m E 254 316 14 12
c I 230 280 15 13
f X 225 229 16 15
g S 208 204 17 16
y T 195 178 18 18
p P 163 199 19 17
b F 150 153 20 19
k D 87 31 21 22
\ M 87 87 22 21
J o) 18 20 23 24
X N 13 31 24 22
q A 9 5 25 26
z Y 6 15 26 25




